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TO THE CLAIMS 

1. (Currently Amended) An authentication apparatus operable to produce a secure 
identifier, the apparatus comprising: 
a processor; 

a clock coupled to the processor configurable to generate a time element* 

a memory element coupled to the processor configurable to store a private key and 

public key information , the private ke y^ssociatcd with a user: 

at least one actuator coupled to the processo r, the actuator co nfigured to active th. 

private , key; 

a signature generator coupled to the processor operable to generate a digital signature 
frheqifo actuator is activate the digital signature being a function of the private key and the 
time element; and 

an emitter coupled to the signature generator operable to emit the secure identifier to 
authenticate the user to an e^mal authentication reviver , the secure identifier comprising 
the digital signature, time element, and public key information. 

2, (Original) The apparatus set forth in Claim L the signature generator further 
comprising: 

a random number generator coupled to the processor to encrypt the digital signature. 

3, (Original) The apparatus set forth in Claim 1, wherein the time element comprises a 
predetermined number of least significant bits of the time, 

4, (Original) The apparatus set forth in Claim I. further comprising an input element 
coupled to the processor, the input element capable of receiving a personal 
identification number (PIN). 

(Original) The apparatus set forth in Claim 1, further comprising an input element 
coupled to the processor, the input element capable of receiving a challenge. 

(Original) The apparatus set forth in Claim I, further comprising a display coupled to 
the processor, the display capable of displaying key identifiers. 
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7 ' ^'r 0 mmm SM f0nh >" Cla ™ «' «hc S eeure identifier emtoed h 

emitted as an audio tone. 

8 ' 2* ^ " M fonh te C '™ >' ~ -ore W e„ lifer endued , 
emitted as an optica] signal. 

«. ,On^a„ Tde apparatus so, fo* fa c,a. ra ,, w bcrein the actllatw „ , vofe ^ 
public Key identifier. 

n. ,o rig fa sl) m m btth in Clajm „ wherdn (he 

* « ** * ,, wherera puMjc ksy infomiation . 

H. (Onafaa.) Toe apparatus S e, fotfa fa Claim U wherein the ^ „ 
encrypted usmg a personal identification number (PIN). 

1 S. (Current!, Amended, A method of awhenticating. comprising; 
generating a time element; 

identifying a key identifier, tjadce^identifier.^in^ ,„;,u , lrfT 
generating a digital signature; 
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(Original) The method set forth In Claim 15, further comprising identifying a PIN, and 
wherein generating a digital signature is further a function of the PIN. 

(Original) The method set forth in Claim 15, wherein the secure identifier emitted is 
emitted as an audible tone. 

(Currently Amended) The method set forth in Claim 15, wherein teeme identifier 
Mmljfigxiu;e_^ei ierated on a mobile user device , 

(Original) The method set forth in Claim 15, wherein the digital signature is derived 
from a private key. 

(Currently Amended) An authentication receiver, comprising: 

a receiver configurable to receive a secure identifier for authentication of « sender the 
identifier comprising: 

a digital signature, the digital -signature comprising information derived from a 
private key, 

a public key identifier corresponding to a^ibiicke^sociated with the sender 
being authenticated; and 

a time identifier; and 
a verifier configurable to verify die secure identifier, the verifier comprising: 

memory comprising information corresponding to the public key information 
received and time tolerance information; 

a key retriever coupled to the memory and configurable to retrieve a the public 

key corresponding to the public key identifier: and 
a time verifier coupled to the memory and configurable to verify that the 

received time identifier falls within acceptable time tolerances. 
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21. (Original, The apparatus se, fort, ,„ Claim 20, the secure ,de„„f,e, f L ,nl, c , com , ises 
a PIN. and wherein the rece.ver is configurable to decrypt the digita, signarure 'usin. 
the PIN, 



22. (Ongmai) The apparatus ser fort, ,n CWm 20. wherein rhe key retriever compares the 
publtc key identifier received to public key information stored m memory. 

23. (Ongmal) The apparatus se, forth in data 20. wherein the time tolerance information 
composes information regarding clock drift. 

24. (Original, The apparatus set forth in Claim 20, wherein the secure identifier is enured 
as an audible tone. 



(Original) The apparatus set forth in Claim 20, where,,, the secure identifier „ emitted 
as an optical signal. 



26. (Currently Amended) A method of authenticating, comprising- 

-eivrtig a secure identifier ^^mmmmnoU^, the secure identifier 
comprising a digital signature, a jafefc key identifier, and a time identifier, wherein the 

MienJicated; and ™ — s 

verifying the secure identifier, verifying comprising: 

verifying that the public key identifier received corresponds to known 
information regarding the public key identifier received; and 

verifying the time identifier such that the time identifier received is within 
predetermined time tolerances. 



(Original) The method se, ford, in Claim 26. the digital signature further comprises a 

""^ ' eCe,Vi, « fwter comprises decrypting at least a portion of the digital 
signature using the PIN. 
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28- .Original, The method M forth in Oatm 26, wherein the secure identifier received i« 
received as an audible tone. 

29. (Original, The method set fa* in Claim 26. where,,, the secure identifier received is 
received as- an optical signal. 

30-43 (Cancelled) 

44. (Currently Amended) Apparatus for authenticating, comprising: 
means for generating a time element; 

means for identifying a key mmm,^^^^^,^ with,.^- 
means tor generating a digital signature; 

means for generating a secure identifier as a function of the tune element, the Key 
identifier, the digital signature; and 

means for emitting the secure id^^M^ ^ the mer an 
authenticati on means ~ ~~ 

45. (Previous,, teemed) The apparatus set for* in Claim 44, farther comprising means 
tor tdermfying a P ,N. and wherein tneaos for ge„era,ing a digital signature is further a 
function of the PIN. 

46. (Previous), Presented) The apparatus set forth ft Claim 44, where,,, the secure 
leenthier emitted is emitted as an audible tone. 

47- (Previously Presented, The apparatus set forth in Cairn 44, wherein the secure 
iccntmer emitted is emitted as an optical signal. 

48. (Previously Presetted) The apparatus set forth in Claim 44. wherein the digital 
signature is derived from a private key. 

49-54 (Cancelled) 

^ (CurrenUy Amende£ 0 Apparatus for authenticating, comprising; 
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mean r 



< fo. receive a secure fa« BfeM ^ tf „ 
,, ,pt '"' 8 * *#<* S, ^ m '- ^ key identifier, and „ in ie iucnfo.en wherein 

M£i2SaU£atgd; and — 

means for verifying the see™ i«fi W , ^MmiMmmmm eo m pns,„g 

means for verifying ta the pllMic key idOTifier ^...^ ^ 

known information regarding the public key identifier received; and 
means for verifying the time identifier .such that the time identifier received is 
wuhm predetermined time tolerances. 

56. (Previous* Presented, The apparent, .set forth in Cairn 55, the dtgitai SIS nat„re 
urther contprtse., a m, and where means for receiving fo rtK r courses dec™,, 

the digital signature using the PIN. 

57. (Previously Presented) The apparatus set forth in Claim 55. wherein the secure 
identif ier received is received as an audible lone, 

58. (Previously Presented) The apparatus set forth in Claim 55, wherein the secre 
identifier received is received as an optical signal. 
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